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Issues
Mass Emails lead to blocks and bans from email server 

providers.

STMP servers

Email sent successfully

Overview
As previously discussed, the set up for the phishing campaign 

can be done quite easily and we can start gathering data. 

This in turn bring us some other issues that I can show below.

The creation of a personal Mailing server can 

overcome the issue of commercial server bans 

and blocks

• Sample Size: 25

• Successfully sent: 80%

• Email Opened: 12%

Conclusions
With GoPhish, we were able to set up and start properly 

testing a campaign to gather the data and put into 

perspective just how necessary this type of trainings truly are. 

The biggest issue we found that modern email providers will 

figure out what activity is happening and block accordingly.
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Results

Results from testing

• Link Opened: 8%​

• Credentials harvested: 5%
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