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Overview

As previously discussed, the set up for the phishing campaign STMP servers

Issues
Mass Emails lead to blocks and bans from email server

can be done quite easily and we can start gathering data.
This In turn bring us some other issues that | can show below.

providers.

This website is classified as
malicious.

Email sent successfully

Urgent Notice Regarding Your Project Performance

(i) Some content in this message has been blocked because the sender isn't in your Safe senders list. | trust content from sadjadimasoudd@outlook.com. | Show blocked content

S
To: Eduardo Chung

sadjadimasoud4@outlook.com
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Note: This message originated from outside the FIU Faculty/5taff email system.

Performance Alert

Hello,
This is Professor Masoud Sadjadi, | am reaching out to discuss your recent project
performance in CIS 4951: Capstone |, After a careful evaluation, | must express concerns
about the current trajectory. As your Professor, it is my responsibility to ensure that all
students have the opportunity to succeed in this course. However, it appears that there
are some challenges that need to be addressed and some complaints from your
teammates regarding your poor performance during the project.

e you to take this warning seriously and consider reaching out to me as soon as

Results from testing

Results
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Landing page
The creation of a personal Mailing server can
overcome the issue of commercial server bans
and blocks
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untu 22,04 LTS on DESKTOP-420GFQ - Virtual Machine Connection
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Conclusions
g With GoPhish, we were able to set up and start properly =
teSting a Campaign tO gather the data and pUt into >_‘ smtpd_relay restric ;ns = permit_mynetworks permit sasl authenticated defer_unauthldeIEstination
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The use of Florida International University’s Information technology ‘P.sour:‘e.. Is contingent upon DFODP-»' authorization. By logging in to this p e rS pe Ctlve J u St h OW n e CeSS ary th I S typ e Of tral n I n g S tru Iy are " alias_database = hash:/etc/aliases
system, you agree to abide by all applicable federal, state, and local laws, State of Florida Board of Governors rules, and University rules, mydestinatio smyhostname, ed-virtual-Machine, localhost.localdomain, , localhost
regulations and policies. You also understand that the misuse or misappropriation of the University's information technology resources or . . . . . relayhost =
violation of any applicable law, rule, regulation or University policy, may result in the revocation of your access privileges. ynetworks = 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128
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figure out what activity is happening and block accordingly. s i g o

REFERENCES: https://docs.getgophish.com/, https://www.hmailserver.com/, https://mailtrap.io/blog/setup-smtp-server/#How-to-setup-SMTP-mail-server-on-Linux, https://www.postfix.org/
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